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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT
AND ASSOCIATED INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 8: Role-based access control

FOREWORD

all national electrotechnical committees (IEC National Committees). The
international co-operation on all questions concerning standardization in the e
this end and in addition to other activities, IEC publishes International 3¢
Technical Reports, Publicly Available Specifications (PAS) and Guides

transparently to the maX|
between any IEC Publicati
the latter.

IEC itself does ngt\pro ide any “gtte i
assessment sern, : g
services carried ot by independent.certifi

All users should engure

No liability shall attack to diregtors, employees, servants or agents including individual experts and
members of ees and IEC National Committees for any personal injury, property damage or
other damage of™an) oever, whether direct or indirect, or for costs (including legal fees) and
expenses i G e pubflication, use of, or reliance upon, this IEC Publication or any other IEC

indispensableqr the crrect application of this publication.

Attention is drawn te_the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The main task of IEC technical committees is to prepare International Standards. In
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 62351-8, which is a technical specification, has been prepared by IEC technical committee
57: Power systems management and associated information exchange.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
57/1119/DTS 57/1153/RVC

Full information on the voting for the approval of this technical specification can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all the parts in the IEC 62351 series, published under the general title Power systems
management and associated information exchange — Data and communigations_security, can
be found on the IEC website.

yed until the
he datafelated to

The committee has decided that the contents of this publication WI||
stability date indicated on the IEC web site under "http://webstq
the specific publication. At this date, the publication will be

+ transformed into an International standard,
* reconfirmed,

+ withdrawn,

* replaced by a revised edition, or

+ amended.

A bilingual version of this publication m a later date.

e over page of this publication indicates

IMPORTANT - The ' ur snd
that it contains calo reh\are o |de d to be useful for the correct understanding
of its contents. @s hould therefo int this document using a colour printer.
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INTRODUCTION

This Technical specification covers access control in power systems. The power system
environment supported by this specification is enterprise-wide and extends beyond traditional
borders to include external providers, suppliers, and other energy partners. Driving factors are
the liberalization of the energy sector, the increasingly decentralized generation of energy, and
the need to control access to data of precious resources. This specification supports a
distributed security environment in which security is also a distributed service.

The power system sector is continually improving the delivery of energy by leveraging technical
advances in computer-based applications. Utility operators, energy brokers and end-users are
increasingly accessing multiple applications to deliver, transmit and consume energy in a
personalized way. These disparate applications are naturally connected tg a comamon network
infrastructure that typically supports protection equipment, substatio i protocols,
inter-station protocols, remote access and business-to-business ~gervices.\Consequently,
secure access to these distributed and often loosely coupled &pplications i ;
important than access to an application running on a stand-aloneohj

Secure access to computer-based applications involves/a ion of the user to the
application. After authentication, the level at which application is
determined. The use of local mechanisms for authorization chwork of approaches

Each application decides the authorization on |ts ¢
database can serve as a trusted sourceg’® S

id. If pp' atiohs can use a network, a
iliation. Thus, the access to a

Eac apllca on|Tan then examlne the rights

The role of a user is transported in g coftai an access token of that user to the
object. Access tokens S ~ by a (possibly federated) identity
management tool. All ac s and are subject to expiration. Prior to
y transmitting the access token must be

suitable lifetime, ifteatign of the access token’s validity at remote sites
without the need ; epOsitory (e.g. a centralized revocation list).

Three different agcess are supported as three different profiles. Two of them are
X.509 Access ird—is a software token similar to Kerberos. They can be used
over TCP/IP \ sation links.

distributed servite_andyapplications are consumers of distributed services.
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1 Scope

This technical specification covers the access control of users and autoated agents — in the

given more rights than necessary for performing that
organization to separate super-user capabilities and pack
termed roles for assignment to specific individuals acco
variety of security policies, networking, firewall, bac
prefers a single strong administrator but wants to lg
their own system can set up an advanced-user rg
applies equally well to automated co
of user interactions. The following i
specification:

— local (direct wired) access to the object pya huma
— local (direct wired) acces Rj m

— direct access by a G ' ng the-objects’ built-in HMI or panel;
— remote (via dﬁ:?p : i cce'ss to the object by a human user;
— remote (via ’ ia) access to the object by a remote automated

computer agenf, 8 3 S at another substation, or a control centre application.
As in many as AC is not just a technology; it is a way of running a
business. Ag subjest ange more frequently than role names and as role names
change Ré rights of a data model (e.g. IEC 61850), it is advisable to store
the freqtient g entities (i.e. the subjects names) outside the object. Less frequently

RBAC thus provides“a means of reallocating system controls as defined by the organization
policy.

The scope of this specification covers everything that is needed for interoperability between
systems from different vendors. The purpose of this specification is therefore:
— firstly, to introduce ‘subjects-roles-rights’ as authorization concept;

— secondly, to promote role-based access control for the entire pyramid in power system
management; and

— thirdly, to enable interoperability in the multi-vendor environment of substation automation
and beyond.

Out of scope for this specification are all topics which are not directly related to the definition of
roles and access tokens for local and remote access, especially administrative or
organizational tasks, such as:

— user names and password definitions/policies;
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— management of keys and/or key exchange;

— engineering of roles;

— assignment of roles;

— selection of trusted certificate authorities issuing credentials (access tokens);
— defining the tasks of a security officer;

— integrating local policies in RBAC.
NOTE These issues will be addressed in IEC/TS 62351-971.
The IEC 62351 series specifies end-to-end security in power systems so that secure

connections are established between applications. RBAC is recognized as g pqtentially efficient
and safe means to control access to data objects.

Existing standards (see [ANSI INCITS 359-2004], [IEC 62443], and
process control industry and access control ([RFC2904] and [REC2

IEC 61850-7-2, Comm
Basic information and
(ACSI)

IEC/TS 62351\3, Power ystemis management and associated information exchange — Data
qunlsations~secu ity — Part 3: Communication network and system security — Profiles

IEC/TS 62351-4, Power systems management and associated information exchange — Data
and communications security — Part 4: Profiles including MMS

IEC/TS 62351-5, Power systems management and associated information exchange — Data
and communications security — Part 5: Security for IEC 60870-5 and derivatives

IEC 62443 (all parts), Industrial communication networks — Network and system security

ISO 9594-8/ITU-T Recomendation X.509:2005, Information technology — Open Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks

1 Under consideration.





